PAGE  

[image: image1.jpg]Microsoft®

System Center
Operations Manager 2007




Windows Server Fax Server Management Pack Guide for Operations Manager 2007

Microsoft Corporation

Published: August 2008

Send suggestions and comments about this document to mpgfeed@microsoft.com. Please include the management pack guide name with your feedback.

Copyright

Information in this document, including URL and other Internet Web site references, is subject to change without notice. Unless otherwise noted, the companies, organizations, products, domain names, e-mail addresses, logos, people, places, and events depicted in examples herein are fictitious. No association with any real company, organization, product, domain name, e-mail address, logo, person, place, or event is intended or should be inferred. Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under copyright, no part of this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of Microsoft Corporation. 

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document. Except as expressly provided in any written license agreement from Microsoft, the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.

© 2008 Microsoft Corporation. All rights reserved.

Microsoft, MS-DOS, Windows, Windows Server, and Active Directory are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.

All other trademarks are property of their respective owners. 

Revision History

	Release Date
	Changes

	August 2008
	Original release of this guide


Contents

5Introduction to the Windows Server Fax Server Management Pack for Operations Manager 2007


5Supported Configurations


6Getting Started


6Before You Import the Management Pack


6Files to Download


6Recommended Additional Management Packs


7How to Import the Windows Server Fax Server Management Pack


7Create a New Management Pack for Customizations


8Optional Configuration


9Security Considerations


9Low-Privilege Environments


9Computer Groups


9Understanding Management Pack Operations


9Objects the Windows Server 2008 Fax Server Management Pack Discovers


10Classes


10How Health Rolls Up


10Placing Monitored Objects in Maintenance Mode


11Troubleshooting


11Appendix: Monitors and Overrides for Management Packs


11How to View Management Pack Details


11How to Display Monitors for a Management Pack


12How to Display Overrides for a Management Pack





Introduction to the Windows Server Fax Server Management Pack for Operations Manager 2007

The Windows Server Fax Server Management Pack provides proactive monitoring of your Microsoft Fax Server deployments. It monitors the Fax Service and Windows Server events and generates alerts pertaining to issues from downtime.  

The monitoring provided by this management pack includes availability, configuration monitoring and data collection. In addition to health monitoring capabilities, this management pack includes knowledge and views that enable near real-time diagnosis and resolution of detected issues.   

With this management pack, Information Technology (IT) administrators can conduct one-to-many management, which simplifies administrative tasks and reduces IT costs.

Document Version

This guide was written based on the 6.0.6381.0 version of the Windows Server Fax Server Management Pack. 

Getting the Latest Management Pack and Documentation

You can find the Windows Server Fax Server Management Pack in the System Center Operations Manager 2007 Catalog (http://go.microsoft.com/fwlink/?LinkId=82105).

Supported Configurations

In general the supported configurations do not exceed what is detailed in the following locations:  


Microsoft Support Lifecycle Policy  (http://go.microsoft.com/fwlink/?LinkId=123820)


Operations Manager 2007 Supported Configurations Guide(http://go.microsoft.com/fwlink/?LinkId=90676)

This management pack provides support on the Windows Server 2008 operating system for 32-bit and 64-bit architectures in the Fax Server role. Note the following unsupported configurations: 


There is no support of agentless monitoring.


There is no support on clustered environments.

Note 

The Fax Server role cannot be installed on a Windows Server Core installation, the Itanium Edition, or the Web Edition of the Windows Server 2008 operating system, and as such they are not supported operating systems for the Windows Server 2008 specific management pack.   

Getting Started

This section describes the actions you should take before and after you import the management pack and information about customizations.

Before You Import the Management Pack

Before you import the Windows Server Fax Server Management Pack, take the following actions:  

1.
Verify that you have installed Service Pack 1 (SP1) for your Microsoft System Center Operations Manager 2007 system. This service pack is required for Windows Server 2008 specific management packs. 

2.
Download and import the following prerequisite management packs from the Windows Server Operating System Management Pack:  


Microsoft.Windows.Server.Library.mp

Microsoft.Windows.Server.2008.Discovery.mp
Files to Download

To monitor Microsoft Fax Server, you must first download and import the Windows Server  Fax Server Management Pack from the Management Pack Catalog, located at  http://go.microsoft.com/fwlink/?LinkId=82105.  The Windows Server 2008 Fax Server Management Pack includes the following files:


Microsoft.Windows.Server.FaxServer.2008.mp

Microsoft.Windows.Server.FaxServer.Library.mp
Recommended Additional Management Packs

While there are no additional management packs required for the Windows Server Fax Server Management Pack to import, the following management pack may be of interest as it can complement the Fax Server monitoring service.  

Windows Server 2008 Print Server Management Pack. This management pack provides monitoring information for print server health which is a role prerequisite for installing the Fax Server Role. 

How to Import the Windows Server Fax Server Management Pack

For instructions about importing a management pack, see How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkID=98348). After the Windows Server Fax Server Management Pack is imported, you may follow this optional procedure:

Create a new management pack in which you store overrides and other customizations.

Create a New Management Pack for Customizations

Most vendor management packs are sealed so that you cannot change any of the original settings in the management pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different management pack. By default, Operations Manager 2007 saves all customizations to the default management pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize.

Creating a new management pack for storing overrides has the following advantages: 


It simplifies the process of exporting customizations that were created in your test and pre-production environments to your production environment. For example, instead of exporting a default management pack that contains customizations from multiple management packs, you can export just the management pack that contains customizations of a single management pack.


It allows you to delete the original management pack without first needing to delete the default management pack. A management pack that contains customizations is dependent on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all of your customizations are saved to the default management pack, you must delete the default management pack before you can delete an original management pack.


It is easier to track and update customizations to individual management packs.

To Create a New Management Pack for Overrides

	1.
Open the Operations Console, and then click the Administration button. 

2.
Right-click Management Packs, and then click Create New Management Pack.

3.
Enter a name (for example, ADMP Customizations), and then click Next.

4.
Click Create.


For more information about sealed and unsealed management packs, see Management Pack Formats (http://go.microsoft.com/fwlink/?LinkId=108355). For more information about management pack customizations and the default management pack, see About Management Packs in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108356).

Optional Configuration

The following rules are disabled by default. If you find these metrics to be useful, you can enable them through use of overrides.  

	Object type
	Enabled by Default?
	Description

	Performance Measuring; Fax Service\Total Bytes
	No
	Total number of bytes sent and received

	Performance Measuring; Fax Service\Total Faxes Sent and Received
	No
	Total number of faxes sent and received

	Performance Measuring; Fax Service\Total Minutes Sending and Receiving
	No
	Total number of minutes sent and received

	Performance Measuring; Fax Service\Total Pages
	No
	Total number of pages sent and received


To use an override to change the setting for automatic discovery
1.
In the Authoring pane, expand Management Pack Objects, and then click Object Discoveries. 

2.
On the Operations Manager toolbar, click Scope, filter the objects that appear in the details pane to include only discoveries related to the Windows Server Fax Server management pack.

3.
In the Scope Management Pack Objects by target(s) dialog type “Fax” into the text box labeled “Look For:”, select “View all targets”, and then click Select All and OK.  The list of discoveries will then be scoped accordingly.

4.
Find the discovery in the list that you wish to override, select it and on the Operations Manager toolbar, click Overrides, click Override the Object Discovery, and then click “For all objects of type: …”, where “…” will be automatically replaced by the appropriate type. 

5.
In the OverridesProperties dialog box, click the Override box for the Enabled parameter.

6.
Under Management Pack, click New to create an unsealed version of the Management Pack, and then click OK.

After you change the override setting, the object type will be automatically discovered and will appear in the Monitoring pane under Fax Server. 

Use overrides to discover those that are not discovered automatically. For information about discovering objects, see the "Object Discoveries in Operations Manager 2007" topic in Operations Manager 2007 Help (http://go.microsoft.com/fwlink/?LinkId=108505).

Security Considerations

This section provides information about using a low-privilege account with the Windows Server Fax Server Management Pack for Operations Manager 2007.   

Certain monitors, rules, discoveries, tasks, and recoveries cannot be run in a low-privilege environment or must have minimum permissions.    

Low-Privilege Environments

The Windows Server Fax Server Management Pack uses the agent action account to perform discovery and run monitors, rules, and tasks. The agent action account can run as Local System or as a named account. When running as Local System, the agent action account has the privileges needed to perform discovery and run monitors, rules, and tasks. 

If the action account for the agent is using a low-privilege account, you will need to configure the Windows Fax Server action account Run As Profile with an account that is a member of the “Fax Routing Assistants” group, or that is a member of the built-in “Administrators” group on the Fax Server(s) being monitored. If you do not perform this configuration, discovery, monitoring, tasks, and recoveries will not function.

Computer Groups

You can delegate authority to a precise level with user roles. For more information about user roles, see the "About User Roles in Operations Manager 2007" topic in the Operations Manager 2007 Help (http://go.microsoft.com/fwlink/?LinkId=108357).

The following computer groups can be used for scoping and roles authorization.

Windows 2008 Fax Services Role Group
Understanding Management Pack Operations

This section provides information about the types of objects the Windows Server Fax Server Management Pack for Operations Manager 2007 discovers, as well as information about classes and how health rolls up.   

Objects the Windows Server 2008 Fax Server Management Pack Discovers

The Windows Server Fax Server Management Pack discovers object types, for the Fax Services 2008 category, described in the following table.

	Object Type
	Discovered Automatically

	Role Discovery
	Yes

	Device Discovery
	Yes

	Role Group Populator
	Yes


Classes

The following table shows the classes defined in this management pack. 

	Name
	Description

	Fax Services Role
	All instances of Fax Services regardless of version

	Fax Services Fax Device
	All Fax machines regardless of version

	Windows Server 2008 Fax Services Role
	All instances of the Windows Server 2008 Fax Services Role

	Windows Server 2008 Fax Device
	All instances of Windows Server 2008 Fax Devices


How Health Rolls Up

The Windows Server Fax Server Management Pack views Fax Server as a layered structure, where each layer depends on the lower layer to be healthy. The top of this structure is the Fax Server Role. If one layer changes state, the layer above it changes state to match. This action is called "rolling up health."  

Placing Monitored Objects in Maintenance Mode

When a monitored object, such as a computer or distributed application, goes offline for maintenance, Operations Manager 2007 detects that no agent heartbeat is being received and, as a result, might generate numerous alerts and notifications. To prevent alerts and notifications, place the monitored object into maintenance mode. In maintenance mode, alerts, notifications, rules, monitors, automatic responses, state changes, and new alerts are suppressed at the agent.

For general instructions on placing a monitored object in maintenance mode, see How to Put a Monitored Object into Maintenance Mode in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108358).

Troubleshooting

Performance Counters are not displaying
	Issue
	Solution

	Performance Counters are not displaying under Performance Views. 
	Ensure that the Performance Collection Rule is enabled. 


Appendix: Monitors and Overrides for Management Packs

This section provides detailed procedures and scripts that allow you to display rules and other information about the management packs you import.

How to View Management Pack Details

For more information about a monitor and the associated override values, see the knowledge for the monitor.

To view knowledge for a monitor

	1.
In the Operations Console, click the Authoring button.

2.
Expand Management Pack Objects, and then click Monitors.

3.
In the Monitors pane, expand the targets until you reach the monitor level. Alternatively, you can use the Search box to find a particular monitor.

4.
Click the monitor, and in the Monitors pane, click View knowledge.

5.
Click the Product Knowledge tab.


How to Display Monitors for a Management Pack

To display a list of outputs for a management pack's monitors and overrides using the Command Shell, use the following procedure.

To display monitors for a management pack

	1.
In the Command Shell, type the following command:

get-monitor –Microsoft.Windows.Server.FaxServer.2008.mp | export-csv “c:\monitors.csv”

2.
A .csv file is created. The .csv file can be opened in Microsoft Excel.


How to Display Overrides for a Management Pack

To display overrides for a management pack use the following procedure.

To display overrides for a management pack

	1.
In the Command Shell, type the following command:

get-override -managementPack Microsoft.Windows.Server.FaxServer.2008.mp | export-csv “c:\overrides.csv” 
2.
A .csv file is created. The .csv file can be opened in Excel.
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